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Introduction of updated Public Key Infrastructure

Summary

In this circular, ECC informs you about the introduction of an updated Public Key Infrastructure (PKI) for the
ECC clearing environment, requiring renewal of all legacy certificates by 18 December 2026.

As part of planned security enhancements, Deutsche Bérse Group is updating its Public Key Infrastructure to
include support for modern cryptographic algorithms, enhanced security features and improved scalability.
Since 31 August 2026, the certificates process provided in the Member Portal uses the new PKI.

Members are advised to take the necessary steps to ensure continued and uninterrupted connectivity
to the C7 Clearing Graphical User Interfaces and the FIXML Interface ahead of the relevant deadline.

Overall, the following changes are introduced:

e Updated certificate creation process viathe DBAG Member Section: in production, certificates created
with the new PKI can be used since 31 August 2026
o Requirement to renew all certificates created under the previous PKI by 18 December 2026

Background

To establish and ensure an encrypted connection between ECC members, the Clearing Graphical User
Interfaces and the FIXML Interface, the creation and usage of client certificates signed by Deutsche Bdrse's
Certificate Authority (CA) is required for leased line connections. The certificate standard is X.509v3 using the
sha256RSA signature algorithm.

As part of Deutsche Boérse Group's ongoing security enhancement program, the existing PKI will be replaced
with an updated infrastructure that provides support for modern cryptographic algorithms, enhanced security
features, and improved scalability. This update affects the certificate creation and renewal process for all ECC
members using the Clearing Graphical User Interfaces and the FIXML Interface via leased line connections.

Key Dates

o 31 August 2026: The certificates process provided in the Member Portal has switched to the new PKI.
All certificates created past this date are issued under the new PKI.

e 18 December 2026: Deadline by which all certificates created under the previous PKI must be
renewed. Until this date, certificates created before 31 August 2026 remain valid and usable for
connecting to the Clearing Graphical User Interfaces and the FIXML Interface.
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Impact Assessment

The introduction of the updated PKI will affect all ECC members using leased line connections to access the
Clearing Graphical User Interfaces and the FIXML Interface. Certificates created before 31 August 2026 under
the previous PKI will remain valid until 18 December 2026, after which they will no longer be accepted.

Members should plan the renewal process accordingly to ensure all certificates are replaced well ahead of the
18 December 2026 deadline to ensure uninterrupted access to ECC clearing services.

Necessary Steps

Members are advised to take the following steps to ensure continued connectivity ahead of the certificate
renewal deadline of 18 December 2026:

1. Review all client certificates currently in use for connectivity to the ECC Clearing Graphical User
Interfaces and the FIXML Interface and identify those created under the previous PKI.

2. Create new certificates using Deutsche Borse's Certificate Generator for the C7 FIXML technical
account in the DBAG Member Section.

3. Download the new client certificate (PKCS #12 file) and deploy it as a keystore in the relevant
applications.

4. Ensure all certificates created under the previous PKI are replaced in all systems and applications
before 18 December 2026.

5. Plan the renewal process sufficiently in advance to allow for internal testing and deployment timelines
within your organization.

Members must ensure that all certificates are renewed before 18 December 2026 to avoid any disruption to

connectivity. Members remain responsible for maintaining secure certificate management practices.

If you have any questions regarding the certificate renewal process or require further technical assistance,
please do not hesitate to contact our experts from Technical Connectivity Solutions via technology@eex.com.
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