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Common Report & Upload Engine  

SSH Security Update effective 31 August 2026 

 

Summary 

In this circular, ECC informs you about an important security update to the Common Report and Upload Engine 

(CRE & CUE), effective 31 August 2026. 

 

As part of Deutsche Börse Group's ongoing efforts to strengthen SSH server security, it will remove the 

deprecated "SSH rsa" key type and the "diffie hellman group14 sha256" Key Exchange Method from its SSH 

2.0 connectivity suite, effective 31 August 2026. 

 

To ensure continued secure and reliable connectivity to the CRE and CUE, ECC Members must ensure that 

all SSH keys used to access these services are fully compliant with the updated security requirements prior to 

31 August 2026. 

 

Overall, the following changes will be introduced: 

 

• Removal of deprecated "SSH rsa" key type 

• Removal of "diffie hellman group14 sha256" Key Exchange Method 

• Introduction of updated supported SSH key types Ed25519 and OpenSSH SSH 2 RSA with 

minimum 4096 bits 

Required Actions for Members 

To ensure continued access to CRE and CUE following the security update, members must upload a compliant 

SSH key in the Member Section before 31 August 2026. The following SSH key types will be supported: 

 

1. Ed25519 (Edwards Curve 25519) 

A modern elliptic curve key and signature algorithm based on EdDSA/Curve25519. This key type offers 

strong cryptographic security, small key sizes, and fast authentication.  

 

2. OpenSSH SSH 2 RSA (minimum 4096 bits) 

Must use SHA256, SHA384, or SHA512 as the signature algorithm. No maximum key length is defined. 

 

Members must ensure that all SSH keys fully comply with the updated CRE/CUE security requirements prior 

to the effective date. Non-compliant keys must be replaced before 31 August 2026 to avoid any disruption to 

connectivity. - Members remain responsible for maintaining secure key management practices. 

Impact Assessment 

The changes described above will be transparent for users of standard SFTP or SSH clients, provided that 

compliant SSH keys are in place. 
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However, members using scripts with hard-coded key types or key exchange methods must review and update 

their scripts accordingly prior to the effective date. 

 

Members are strongly advised to review their current SSH key configurations and connectivity scripts and adjust 

their systems where necessary to ensure uninterrupted access to CRE and CUE services.  

Important Note on Key Activation  

Please note that newly uploaded keys in the Member Section become active on the next business day. 

Members should ensure that any new keys are uploaded sufficiently in advance of the effective date of  

31 August 2026 to allow for timely activation and to avoid any disruption to CRE and CUE connectivity. 

 

Members are encouraged to implement the required updates as soon as possible.  

Necessary Steps 

Members are advised to take the following steps ahead of the effective date of 31 August 2026: 

 

1. Review all SSH keys currently used to access CRE and CUE and assess compliance with the updated 

requirements. 

2. Replace any non-compliant keys with a supported key type (Ed25519 or OpenSSH SSH 2 RSA with 

minimum 4096 bits) by uploading the new key in the Member Section. 

3. Allow for the next business day activation of newly uploaded keys when planning the timing of key 

replacements. 

4. Review and update any connectivity scripts that contain hard-coded key types or Key Exchange 

Methods. 

 

 

If you have any questions or require further information, please do not hesitate to contact our experts from 

Technical Connectivity Solutions via technology@eex.com  

 

       
ECC Clearing & 
Settlement 
T +49 341 24680-444 
clearing@ecc.de 
 

     More information: 
www.ecc.de 
www.eex-group.com 
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