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C7 Clearing FIXML Interface — Installation of new server certificates

Summary

In this circular, ECC informs about the upcoming installation of new SSL/TLS certificates for the FIXML interface
on 27 June 2026. The new certificates will replace existing ones that are approaching their expiration date.

To ensure uninterrupted connectivity, Members are required to install the corresponding new public
keys on their infrastructure prior to the activation date.

This circular provides details on the certificate update timeline, the upcoming reduction of certificate validity
periods, the availability of new public keys, and the steps necessary to ensure a seamless transition.

Update of Certificates for FIXML interface
e Installation of new certificates for the FIXML interface for production environment is scheduled for

Friday, 27 June 2026. The new public key will be available on 19 June 2026.

e The activation of the new certificates on simulation environment is scheduled for Friday, 19 June
2026. The new public key will be available on 12 June 2026.

e The new SSL/TLS certificates on the AMQP brokers used for the C7 Clearing FIXML interface will
replace the existing certificates which are approaching their expiration date. If the certificate is not
changed until then, the connection won’t be possible afterwards.

Certificate Lifetime Changes
The lifetimes of the certificates issued by external CA (DigiCert) will be reduced:

o For certificates issued by external CA (DigiCert), the current maximum lifetime of a TLS certificate is
398 days

o As of 15 March 2026, the maximum lifetime for a TLS certificate will be 200 days

o As of 15 March 2027, the maximum lifetime for a TLS certificate will be 100 days

o As of 15 March 2029, the maximum lifetime for a TLS certificate will be 47 days

Validity of certificates is specified by regulatory authorities and is consistent across all certification authorities.
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Availability of new public keys

To make the client application accept the server certificate during the connection establishment, the public keys
of the AMQP brokers or the public keys of the Certificate Authority (CA) must be installed on the client’s
application / truststore prior to the activation dates.

The new public keys for simulation will be available for download on 12 June 2026 and for production on 19
June 2026 on the Eurex Clearing website www.eurex.com/ec-en under the following link: C7 > Supporting
Documents > Messaging Interfaces Connectivity

If required, Clearing Members can test connectivity in the production environment. A support window will be
available on 27 June 2026, from 12:00 to 15:00 CEST. If you encounter any issues during this time, please
contact cts@deutsche-boerse.com

To allow validation of existing FIXML Broker server certificates and the seamless transition to new server
certificates in the future, the following root certificates must be added as part of any regular trust store. This
can serve also as an authentication method when the connection is being established with the AMQP broker.

o DigiCert Global Root CA: https://cacerts.digicert.com/DigiCertGlobalRootCA.crt.pem
o DigiCert Global Root G2: https://cacerts.digicert.com/DigiCertGlobalRootG2.crt.pem
e DigiCert TLS RSA4096 Root G5: https://cacerts.digicert.com/DigiCert TLSRSA4096Ro0otG5.crt.pem

The public keys of the CA or the public keys of the AMQP Broker must be installed first on the client’s
infrastructure and shall be made available for the client application to accept the server certificates. Most AMQP
clients can work with multiple certificates at the same time, therefore it is possible to upload the public keys in
advance. Once the new production certificate is installed on C7 side on 27 June 2026, existing client
connections with the old certificate will not drop automatically and will remain connected until disconnection or
AMQP broker re-start.

After activation, any new connection will only work with the new public keys in place. The new FIXML certificate
does not affect account specific certificates uploaded in the Clearing Member Portal.

More details about the SSL/TLS configuration of different AMQP libraries can be found in the Eurex Clearing
Messaging Interfaces documentation on the Eurex Clearing website www.eurex.com/ec-en/ under the following
link: C7 > Supporting Documents > Messaging Interfaces Connectivity

o Eurex Clearing Messaging Interfaces — Connectivity A: Connectivity
o Eurex Clearing Messaging Interfaces — Connectivity B: AMQP Programming Guide
e Eurex Clearing Messaging Interfaces — Connectivity E: AMQP Setup & Internals

If you have any questions or require further information, please contact our experts from Technical
Connectivity Solutions via technology@eex.com

Additional Information

Member Simulation

ECC recommends its members to test the impact within their applications and processes in the simulation
environment. The changes described will be made available on 19 June 2026 with availability of new public
key from 12 June 2026.
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https://smc-link.s4hana.ondemand.com/eu/data-buffer/sap/public/cuan/link/100/E24518D4EAF0D797D2CDD0FD1A7D47F132D3F7AD?_V_=2&_K11_=EB36A5E64E3934BBD9E2B5A8E14277F0AF580113&_L54AD1F204_=c2NlbmFyaW89TUxDUEcmdGVuYW50PW15NDAxNTg3LnM0aGFuYS5jbG91ZC5zYXAmdGFyZ2V0PWh0dHBzOi8vd3d3LmV1cmV4LmNvbS9lYy1lbi8%2FdXRtX3NvdXJjZT1TQVBIeWJyaXMmdXRtX21lZGl1bT1lbWFpbCZ1dG1fY2FtcGFpZ249NDU5MyZ1dG1fdGVybT0yMDI2MDUyMF9FQ19ORl9DN0ZJWE1MaW50ZXJmYWNlX19fTGluayZ1dG1fY29udGVudD1FTg&_K13_=438&_K14_=4ef2223a7e6cf2239b998c6c480ac08893ea9a4147c129a5db417d623c21565b
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Information on Implementation Regulation of ECC

We refer to Section 9(3)(d) of the Implementation Regulation of European Commodity Clearing AG concerning
technical equipment. Under that provision a declaration by the Contractual Party stating that the Contractual
Party has conducted a test and the updated C7 System interacts with the Participant System and the Participant
Software without any errors or malfunctions shall be deemed to have been made, if the Contractual Party either

(i if a Simulation phase of at least 15 Business Days has been offered, commences with the use of
the Eurex Clearing System after the implementation of the Release, or
(i) if no such Simulation phase has been offered, fails, within a period of 15 Business Days after the

implementation of the Release, to inform ECC about the occurrence of any errors or malfunctions
with respect to the interaction of the Participant System and the Participant Software with the Eurex
Clearing System.

ECC Clearing & More information:
Settlement www.ecc.de
T +49 341 24680-444 WWW. eEX-group.com

clearing@ecc.de
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https://www.ecc.de/en/about-ecc/rules/technical-regulations
https://www.ecc.de/en/about-ecc/rules/technical-regulations

